
VIPRE Endpoint Security Cloud 
The Ultimate Cyber Defence for Small and Medium Sized Businesses

VIPRE Cloud is powered by next-generation advanced machine learning, one of the 
world’s largest threat intelligence clouds and real-time behaviour analysis. It protects 
against ransomware, zero-day attacks, phishing, exploit kits and other malware that 
easily evades traditional signature-based antivirus. This is all delivered through a 
secure cloud infrastructure, designed to deliver the most reliable and secure cloud 
endpoint security platform on the market.

The Highest Rated Malware Protection Delivering the Best Value

VIPRE has consistently achieved an Advanced+ rating in 2016 and 2017 from the 
industry’s most comprehensive and rigorous testing authority – AV-Comparatives. 

A Seamless and Efficient 
Endpoint Security Solution

  Top-rated anti-malware

  Intuitive dashboards

  Advanced ransomware 
prevention

  Clear, easy to understand 
policies

  Next generation 
advanced machine 
learning and behaviour 
analysis

  Zero-day and unknown 
threat prevention

  Intelligent anti-phishing 
and anti-spam defences 

  DNX, URL and network 
packet inspection

  Browser and application 
exploit defence

VIPRE Endpoint Security  
Cloud Edition

Threat Intelligence

Layered security 
approach ensures 

efficient, accurate and 
deep coverage against 

the widest variety of 
threats.

Lighting Fast Deployment

VIPRE Cloud can be 
purchased, configured and 

deployed in a matter of 
three clicks and less than 10 

minutes.

Operational Efficiency

Unrivalled visibility into 
the health status of your 

hosts in real-time, allowing 
you to spend less time 
troubleshooting whilst 

maximising overall efficiency.

Dynamic Dashboards

A broader, deeper view 
of your computing 

environment, delivering 
vital information quickly.

Zero Infrastructure

No hardware to manage 
& maintain, it’s all in the 

cloud.  

Easy Installation

Hassle-free installation 
of VIPRE Cloud Endpoint 
with seamless removal 

of your existing endpoint 
solution. Contact Us

T: +44 (0) 800 093 2580
E:  uksales@fusemail.com



A Broader, Deeper View of your Security Environment
VIPRE’s dynamic dashboard delivers a comprehensive look at the current status of the endpoint environment. With 
detailed views of infected vs. uninfected scans, threats found and their severity, top 10 infected machines, threat 
categories and more, the dashboard presents a clear view of what’s happening at all times. 

The VIPRE Cloud Dashboard
The VIPRE Cloud Dashboard has been designed to make managing your endpoint security simple. It gives you an 
overview of everything you might want to know, highlights things that might need your attention and allows you to delve 
deeper with a single click on any piece of information. It’s one of many reasons our customers recommend making the 
switch to VIPRE Cloud Edition.

VIPRE Endpoint Security  
Cloud Edition

Quarantine 
status

Top 10 
Detections by 

Threat

Devices that 
need your 
attention

Top 10 
Detections by 

Device

Detection 
sources

Navigation Pane

Severity 
Breakdown

Protection 
Summary

Threat Trend
Licence 

Overview
Agent Version 

Spread



EARLY BLOCKING
Malicious domain and URL Blocking 

Client Firewall 

DEEP SCANNING
File/Attachment Scanning 

On-Access Active Protection 

Pre-execution Behaviour Analysis/HIPS 

Malicious Traffic Detection (IDS) 

Exploit Prevention (via PM/AAP) 

Email Anti-phishing 

Email Anti-malware 

ACTIVE THREAT HUNTING
Runtime Behaviour Analysis/HIPS 

Advanced Active Protection (ML Behaviour Analysis) 

Ransomware and Zero-day Detection 

Low CPU and Memory Usage 

MANAGEMENT
Centralised Policy Management 

Mobile accessible Cloud Console 

Management Reporting 

PLATFORM COVERAGE
Windows 

Technical Specifications

The Benefits of Moving Your Endpoint to the Cloud
Thinking about moving but unsure of the benefits? Here are five.

1. Lower Maintenance and Administration Costs

As with all cloud solutions, you reduce time spent managing and updating your Cloud 
Endpoint Security over that needed for on-premises solutions.

2. Minimise Downtime

With on-premises solutions, the hardware and the network it sits on are your 
responsibility, but with cloud Endpoint, the responsibility moves to your supplier and 
as a result your downtime is minimised. This also means you have one less server to 
manage.

3. Get Updates No Matter Where Your Users Are

As long as your users have an internet connection, they can get the latest security 
updates. With an on-premises solution, they will be protected, but not always up to 
date.

4. Gain Flexibility to Grow

The cloud is scalable, if you grow, simply add more devices. There is no hardware to 
scale at your end. 

5. The Cloud Effect

When a virus or malware hits anyone in the cloud, everyone in the cloud benefits from 
the fix - immediately. You are no longer a single entity, with distributed cloud learning 
and updates everyone is  protected from all known threats sooner.

What the Critics Say

“VIPRE (Cloud) has one of the 
cleanest interfaces that we 
have encountered in years… It 
is minimalistic yet completely 
functional, a nearly perfect 
design.”

John Breeden II
Tech Writers Bureau

“VIPRE Endpoint Security Cloud 
provides a very simple, easy-
to-use console that makes 
deployment and everyday 
management of endpoint 
security software quick and 
straightforward.” 

Business Security Report 2017
AV-Comparatives

“Even less-experienced 
administrators will find both the 
management console and the 
endpoint software very clear 
and intuitive, making the product 
an ideal choice for smaller 
businesses without full-time IT 
Support.”

Business Security Report 2017
AV-Comparatives
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About VIPRE
VIPRE Security is a leading provider of advanced security products, purpose-built to 
protect major attack vectors from today’s most costly and malicious online threats. 
Leveraging decades of proven industry expertise, our award-winning software 
portfolio includes comprehensive email and endpoint security, along with real-time 
threat intelligence and the industry’s premier sandbox for next-gen malware analysis. 

Unlike other solutions, VIPRE products combine a comprehensive layered defence 
against evolving threats, which receives the highest ratings from leading independent 
testing agencies, with the industry’s most intuitive user interface. 

VIPRE and FuseMail are brands of the j2 Cloud Services division of j2 Global®, Inc. 
and are registered trademarks of j2 Cloud Services™, Inc. and j2 Global Holdings Ltd. 
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