BitDefender for Palm OS

You thought your handheld device was untouchable?

The threat of viruses infiltrating handheld devices will increase as the popularity and functionality of these devices continue to rise.

The recent outbreaks of PDA viruses, such as the Liberty Crack and Phage, show that virus threats to PDAs are real, and that virus programmers are looking at PDAs as a potential playground for their viruses. We believe the PDA environment is, sadly, now ripe for viruses because of increased user dependence, interconnection, and applications.

BitDefender for Palm OS provides protection against malicious codes, including viruses and Trojan horses, for Palm OS- compatible devices. The scanning and detection technologies make it easier than ever for users to secure their handheld devices.

Ways of infection for PDAs

In order for viruses to cause damage to Palm devices, the code must have an entry point to a PDA. Three methods of virus delivery have been identified: synchronization, infrared beaming, and network access.

Synchronization

This functionality is used to synchronize desktop PC and device data in order to back up data, manage files, and install new device applications. All PDA operating systems have this functionality. Although synchronization is convenient for users, it's also the easiest way to deliver a virus to a user's PDA.

Infrared beaming

Many of the popular PDAs available today are equipped with IR (infrared) ports. Infrared ports allow communication capabilities without the need of cables. Although the IR capabilities of PDAs enable the devices to seamlessly receive and send data, this means that the IR capabilities enable devices to easily receive and send potential viruses.

Network access

In order to be susceptible to attack via network access, a user must have a PDA that is Internet and messaging capable. When emails with attached executable files are run on handheld devices, there's a potential risk that the file contains harmful code.

BitDefender for Palm OS is an effective anti-virus security solution that protects the PDA from infection through a home  or business network or from sources outside it. It ensures on demand scanning of the PDA’s content. 

The main features are:

· on demand scanning – the handheld device can be scanned at any time for identifying any malicious code that might enter in the system in one of the ways described before

· complete removal of the virus bodies from the infected databases

· scan statistics – the user can view the number of scanned and infected files

· online help 

System requirements

· Palm OS 3.0 or higher

· 6k of freespace

